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(57) Abstract 



In an interactive broadcast system, signals transmitted by a service provider (30) are passed via a gateway (12) to a subscriber terminal 
(2). In order to gain access to services, the subscriber terminal (2) transmits an authorization request message via the gateway (12) to 
the RADIUS server (18). This RADIUS server (18) transmits in response to the authorization request message an authorization challenge 
message to the subscriber terminal (2). In return the subscriber terminal responds to the challenge message with a challenge response. This 
challenge response is checked by the RADIUS server (18) and. if correct, the RADIUS server (18) transmits a message to the gateway to 
give the subscriber terminal access to the service. 
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Broadcast network with interactive services. 



The present invention relates to a broadcast network comprising an information 
server coupled to a plurality of subscriber stations for transmitting broadcast signals to the 
subscriber stations, the broadcast network further comprises a return channel for transmitting 
information from the subscriber terminal to an head-end, the broadcast network further 
comprises authentication means for authorizing the access of the subscriber terminal to 

interactive services 

The present invention also relates to a subscriber terminal, a gateway and a 

method. 

A broadcast network according to the preamble is known from ETS 300802, 
Digital Video Broadcasting (DVB); Network independent protocols for DVB interactive 
services, EBU/CENELEC/ETSI-JTC, November 1997. 

Presently, interactive services are introduced in several types of broadcast 
networks, such as DVB -Satellite, DVB-Cable and DVB-Terrestrial. For enabling these 
interactive services, a return channel has introduced in order to transmit information from a 
subscriber terminal to a head-end. The information server can be present in. the head .end, but it 
may also a remote server which is connected to the headvend. The subscriber terminal can e.'g. 
be a set top box or a cable modem. The return channel can be a connection via the Public 
Switched telephone Network, via a Cable return channel or even a satellite return channel. 

An operator of the information server requires reliable authentication, 
authorization and subsequent billing of users using the information server, In present systems 
' this authorization is done using the Point to Point Protocol (PPP) which is described in RFC 

1661 arid RFC 1994. PPP is not suitable for providing for authentication and authorization for 
" different services, because PPP only provides for authentication and authorization of a ; ! 
communication link. **""■ 



The object of the present invention is to provide a broadcast network according 
to the preamble in which authorization and authentication for multiple services is possible. 
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• To achieve said objective, the broadcast network according to the present invention is 

characterized in that the subscriber terminal comprises authorization transmitting means for 
transmitting authorization request messages to an authorization server, the authorization server 
being arranged for checking the entitlement of the subscriber to services to be provided by the 

5 information server, and in that the authorization server is arranged for enabling the subscriber 
to access said services. .... 

• - ' ■■ .. By introducing the authorization transmitting means in the subscriber terminal 

and adding authorization server to which request messages can be sent. The authentication 
server then requests an authentication message from the subscriber terminal. After the identity 
10 of the subscriber and the entitlement to the requested service has been verified, the 

authorization- server enables the use of said services by said subscriber terminal. The above 
process can be carried out for each different service. 

It is observed that in RFC 2138 the so-called radius protocol is disclosed. In this 
protocol, the authorization transmitting means are not included in the subscriber terminal, but 
' 15 they are present in the server to which a subscriber logs on for accessing the service. 

An embodiment of the present invention is characterized in that that the 
: information server is coupled to the subscriber terminals via a gateway, and in that the 
- authorization server is arranged for enabling the subscriber to access said services by 
transmitting a message to the gateway. to. grant said, subscriber access to said services. 
' 20 r ' \ An easy way of enabling access to the services is to sent a command message to 

" '■ a gateway informing the gateway thatxertain services for the authorized subscriber stations 

• * have to be passed. This gateway can be present in the head end. 

, A further embodiment of . the invention is characterized in that said message 

comprises information about at least one source IP address from which IP packets are passed 

-25 to 'the subscriber station. ■ 

• : * A suitable way to enable services is to inform the gateway that IP packets 

: - having a particular, destination address have to be passed to the subscriber terminal which has 

requested. In some systems it will also be needed that IP packets from the subscriber terminal 

. . -* * . 

'■ is passed to a host with a particular destination address. This destination address may be the 

30 same as the source address, but this is not a necessity. 



The present invention will now be explained with reference to the drawings. 
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" 1 ' " Figi'i shows a block cnagram of the communication network according to the 
"invention. 

Fig. 2 shows a protocol stack to be used in a subscriber terminal according to 

the invention. 
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Fig. 3' show' a flow diagram of a successful attempt of a subscriber terminal to 
access services provided by the information server 30. ..... r 

* Fig. 4 show a flow diagram of a failing attempt of a subscriber terminal to 
access services provided by me information server 30. •' ■ ' - . - 

In the broadcast network according to Fig. 1. a subscriber terminal 2, which can . 
be a set top box (STB) or a cable modem, is connected via two logical channels 3 and 4 of a A 
Hybrid Fiber Coax network to a gateway 14 (Broadcast Network adapter) and to.a gateway 12 ... 

(Interaction Network Adapter). 

t he first logical channel is an unidirectional broadcast channel, which is part of fe 
' a Broadcasting Delivery Network 8, carries video, audio and data. The second logical channel , 
is a bi-directional interaction channel, which is part of an Interaction Network 10 This second , 
loeicaf channel is intended for interaction purposes. It is formed by. a.retum interacts path „ 
: ' and a forward infraction path. The forward interaction path maybe embedded. into the * 
• : broadcast channel. It is possible that the forward path of the interaction channel is not requtred ; 
in some simple implementations that make only use of the broadcast channel for carrying data. . 
Physically, the broadcasting delivery network and interaction network are, laid over one HFC 
: network i.e. the STB has one RF connection to the HFC network. 

' The Interaction Network Adapter (INA) 12 implements the functionality of a 
Network Access Server (NAS) for allowing the subscriber. terminal 12 (STB or Cable Modem) 
' ,o access an IP network 16 over the HFC network 8,It embeds the interactive (IP) data ,n the 
• interaction channel 3. The Broadcast Network Adapter (BNA) 14 embeds the (IP) data in the 

broadcast channel 4. • 

: According to the present invention authorization servers .18, 20 and 22 are 
connected to the IP network 16. These authorization servers will further to be referred to as 
RADIUS servers, because they operate according to the RADIUS protocol (RFC 2138). The 
subscriber terminal 2 transmits an authorization request message via the INA 12 to one of the 
RADIUS servers 18, 20 and 22. These RADIUS servers transmit an access challenge message 
to the subscriber terminal 2 in order to check the identity of the subscriber terminal. In 
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response to said access challenge message, the subscriber terminal. 2 transmits a second access 
request message which carries a responses the challenge message jo authenticate itself. If the 
information carried by the second access request message is regarded as correct, the RADIUS 
server submits configuration information? td the INA (or BNA) necessary to deliver the service 
.5 to the STB in question. "« ; - - ; 

Optionally, a RADIUS server can act as a proxy client to other RADIUS 

servers or other kinds of authentication servers. This can be seen in Fig. 1, by the connection 

j.. 

of further radius servers 24, 26 and 26 to the radius server 18. 

10 As explained above, authentication, authorization and accounting is based on 

the RADIUS protocol as this is the standard for authentication, authorization and accounting 

within the Internet community. RADIUS supports authentication, authorization and 

accounting on a per session basis. Furthermore different applications running in parallel are 

supported, because each application can initiate the transmission of transmission of request 
15 .messages to a RADOUS server. Also different accounting policies e.g. one for web-browsing 

and another for IP-telephbny can be supported, because the RADIUS server can transmit 

different configuration messages to the INA 12 and/or BNA 14. 

Due to the present of different RADIUS servers, it is possible that each ISP or 

ASP does its own authentication, authorization and accounting. . t . f . 
20 The architecture shall allow STB's which doesn't contain functionality for this 

architecture to enter the cable network. However, security measures shall be taken that they 

can not access (accountable) services for which they have to be authenticated and authorized. 

The architecture is secure i.e. users can not circumvent authentication, authorization and 

accounting e.gi by 'hacking' the STB or cable modem, because all sensitive information can 
25 be stored on a secure smart card. m • 

The proposal is to add RADIUS functionality to the Set-Top-Box and Cable 

Modem i.e. it looks like a RADIUS client is built into the STB or CM. This can be done by 

adding RADIUS functionality to the STB and CM middle ware. . 

The STB RADIUS client present in the subscriber terminal 2, communicates 
30 with a RADIUS proxy inside the INA 12 which on its turn communicates with the RADIUS 

server 18, 20 or 22 of the ISP or ASP in question. The INA 12 includes an IP filter and 

functionality for accounting. 
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: - - • The subscriber terminal 2 uses^a SmartCard which contains for each user an ID, 

authenticate and authorize d subscriber terminal 2 by the ; RADIUS server 18, 20 or 22. 
- The INA 12 contains aRADIUS security module for securing the connects 

message a cryptographic message digest of the payload of the message, so that the RADIUS 
XerT*. 2 2^an verify that the message is generated by an authorized INA and not 

^ ^ The data base of the RADIUS server contains for each subscriber terminal, the 
10 n> passwordandCHAPsecuritydatasto^ 

RADIUS authentication, authoriz.tion and accounting. It is capable ofg^^ 
I HV„ e aH RADIUS messages i.e. Access-Request, Access-Accept, Access-Reject, Access 

for authorization, authent.cat.on and accounting. If this is not the ca,e the STB uses the IP 
^ •• j j ,« 255 955 255 and the RADIUS proxy of the INA 12 fills m the IP 

^^^- ter. (RADIUS uses the ~*DP port number 1S12 

^^rXdRJS authentication and authorization and 1 8 1 3 for RADIUS accounting.) The 
for RADIUS ^ apphcatlons 

RADIUS message attribute. NA:> ron ^> , 
"running in the subscriber terminal 2. -. . 
" ■ The RADIUS massasa attribute: -NAS-^Aoteas' is oseo .0 * «« 
«p«d RADIUS ««, of *. - - RADIUS client present i» « 

: '^ J - ' H . 2s „„w S 0,= p ro ,e,oU^,obe in,p,e^i.*=^^ — 2 ' 

.u tr enn IS' client laver 36 is present. This RADIUS layer ts 
Below the applica.ion layer 32. the RADIUS ebon layer P ^ „ 

p ,ace. on top of the UDPfTCP *. 38 ano 40. 1, can he pan of a* f 

.da.t.tion layer 34 More than one application in fte subscribe, ramtnal 2 on moke u» of 

r^no.ion.iry. so - for anch appl.cahoo a RAD.US aesslon - bo oneeumo ..a. 



15 
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authentication, authorization and accounting, can be done. Below the TCP or UDP layer, the IP 
layer and the MAC layer are present; ^ 

In the flowgraph according to Fig. 3„the interactions, needed for authenticating, 
authorizing and accounting, between the subscriber terminal 2, the INA 12, the RADIUS 
server are shown. 

This sequence is executed after a STB has successfully signed-on, on the MAC 
layer in step 56. In step 58 the subscriber terminal 2 sends. a DHCP request message to the 
INA 12 in order to obtain an IP address. In step 60, the INA 12 replies by transmitting DHCP 
reply message containing an IP address to be used by the subscriber terminal 2. 

In order to access a service, the subscriber terminal 2 sends a RADIUS access 
request message to the INA 12 in step 62. In step 64 the INA 12 forwards this request message 
to the appropriate RADIUS server e.g. 18. In response to said RADIUS access request 
message, the RADIUS server transmits in step 66 a RADIUS challenge message to the INA 
12, which passes this message in step 68 to the subscriber terminal 2 to authenticate it. The 
' subscriber terminal 2 replies in step 70 with transmitting (via the INA 12, step 72) a RADIUS 
access request message containing the RADIUS challenge response to the RADIUS server 18. 

The RADIUS server 1 8 checks the challenge response message and if the 
challenge response is correct, the RADIUS server 18 replies in step 74 with a RADIUS access 
accept message. This RADIUS access accept message signals the LNA 12 and, in step 76, the 
subscriber terminal 2 that this subscriber terminal 2 is given access to the requested service. 

Before the requested service is started, the subscriber terminal 2 sends in steps 
78 and 80 a RADIUS accounting request message via the INA 12 to the RADIUS server 18 in 
order to turn on the accounting for the requested service. The RADIUS server 18 will respond 
in step 82 by transmitting a RADIUS accounting response message to the INA 12. This 
message will adjust the IP-filter 84 of the INA 12 in such way that the IP-datagrams of the 
~ requested service can be forwarded by the INA 12 to the subscriber terminal. Furthermore, the 
* INA 12 forwards the RADIUS accounting, response message to the subscriber terminal 2. In 
response to the RADIUS accounting response message, the subscriber terminal 2 starts the 



service. 



When the requested service has finished, the subscriber terminal 2 transmits in 
steps 90 and 92 a RADIUS accounting request message to turn off accounting, via the INA 12 
to the RADIUS server 18. The RADIUS server 18 responds to the message 92 with an 
RADIUS accounting response 94 which is transmitted to the INA 12 and which is passed as 
message 98 to the subscriber terminal. When the RADIUS accounting response is received by 
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the INA 12 from the RADIUS server 12, the IP-f.Itef is adjusted in such way that the IP 
datagrams of the service in question is blocked by the INA... -„•.■■ 

! i U observed that the above is only an example othow the interaction between 
the STB, INA and RADIOS server can be done. Many variations can be introduced on this 

5 sequence. "' ' ' " ' 

The fiowgraph according to Fig. 4'shows the interactions between the 

subscriber terminal 2, the INA 12 and the RADIUS server 18 for the case ; that the subscriber 

terminal 2 is rejected: ' _ _ 

' The steps up to and including step 72 are exactly the same as ,s : shown m Fig. 3. 
10 When the challenge response transmitted by the subscriber terminal is not correct, the 
■ ' ' RADIUS server replies with a RADIUS access reject message 100 which is transmitted to the . 
' INA 12 and passed to the'subscriber terminal 2" to signal the INA 12 and the subscriber 
terminal 2 is not allowed to access the service. •-.<.-* 

After some rime the subscriber terminal 2 to enter the network again. This can 
,5 • • be handy for the case that the access permissions of the STB has changed in the meantime. For 
' examplei the user has called the service center of the access service provider*, update its 

. . ' permissions.' This repeated re-tries are indicated in Fig. 4 by the "Do" and "While Not 
Accepted^ blocks iOo' and itt As long as access of the subscriber terminal 2 .s not 
: "' authorized. The IP-filter inside theTN A will block.passing'infqrmation frpm the informauon 
' , ' 20 : : p r ovider : 30totnesubscriberterminal2:Al 5 o 

,.' terminal 2 to the information provider 30 is blocked 

" With ppp, only th e PPP 'pipe' (i.e. connection) is authenticated and authorized. 

'.. . - Furthermore! the accounting used in PPP'is the same for all types of services i.e. it can not 
. ' SU p P o rt diffc re ntaccoundngp6liciesfordiffe re ntserv^ 

. ; 5 ' authentication, authorization and accounting can be done on a per servjce. basts. 

By using arl IP-filter and by doing accounting outside.the STB, the proposed 

' ' ; - arch itectureisexpectedtobesecurei.e,userscannotcircumve^^ 

• and accounting by using an 'phony' STB. The IP-filter will keep out data of unauthorized 
STB', The IP-filter will be controlled by the RADIUS messages from the RADIUS server ,n 

30 question. . , 

■ * • • The proposed architecture can support homogeneous networks with cable 

modems and STB's from third parties. It is observed that that the proposed architecture also 



works with PPP 
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Acronyms 

ASP Access Service Provider. 

BNA Broadcast Network Adapter. 

CM Cable Modem. 
f CRG , . Cable Return Channel. 

DVS . r. • Digital Video Systems. 

HFC Hybrid Fiber Coax. 

IN a Interactive Network Adapter. 
jp . Internet Protocol. 

ISP . Internet Service Provider. 

MAC Medium Access Control 

RADIUS , Remote Authentication Dial In User Service. 

RF Radio Frequency. 

STB Set Top Box. 

TCP Transfer Control Protocol 

V UDP.< User Datagram Protocol. 
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CLAIMS: 



1 m Broadcast network comprising an information server coupled to a plurality of 
subscriber stations for transmitting broadcast signals to the subscriber stations/ the broadcast 
network further comprises a return channel for transmitting information from the subscriber 
terminal to an head-end, the broadcast network further comprises authentication means for 

5 authorizing the access of the subscriber terrninal'to interactive services, characterized in that 
the subscriber terminal comprises authorization transmitting means for transmitting 
authorization request messages to an authorization server, the authorization server being 
arranged for checking the entitlement of the subscriber to services to be provided by the 
information server, and in that the authorization server is arranged for enabling the subscriber 

10 to access said services. 

2 Broadcast network according to claim 1 , characterized in that the information 
server is coupled to the subscriber terminals via a gateway, and in that the authorization server 
is arranged for enabling the subscriber to access said services by transmitting a message to the 

1 5 gateway to grant said subscriber access to said services. 

3. Broadcast network according to claim 2, characterized in that said message 
comprises information about at least one source IP address from which IP packets are passed 
to the subscriber station. 

4. Broadcast network according to claim 2 or 3, characterized in that said services 
are transmitted using IP packets, and in that said message comprises information about at least 
one destination IP address to which IP packets from the subscriber station are passed. 

5. Subscriber station for receiving broadcast signals, said subscriber stations being 
arranged for transmitting information via a return channel to a head-end, characterized in that 
the subscriber terminal comprises authorization transmitting means for transmitting 
authorization request messages to an authorization server, the subscriber further being 
arranged for receiving authorization messages from the authorization server, and in that the 



20 



25 
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subscriber station is arranged for requesting services from the head-end after receiving a 
positive authorization message. 

6. Gateway for passing information from an information server to at least one 

5 subscriber terminal, characterized in that the gateway is arranged for passing authorization 
request messages from the subscribWterminal to an authorization server, and in that the 
gateway is arranged for enabling the subscriber to access said services in response to an 
authorization message received from the authorization server. 

10 7. Method comprising transmitting broadcast signals to at least one subscriber 

station and transmitting information from the subscriber terminal to an head-end, method 
further comprises authorizing the access of the subscriber terminal to available services, 
characterized in that the method comprises transmitting authorization request messages by the 
subscriber terminal to an authorizati observer, checking the entitlement of the subscriber 

15 terminal to services to be provided and in that the method comprises enabling the subscriber to 
access said services if the subscriber terminal is entitled. v 

8. Method according to claim 7, characterized in that the method comprises 

transmitting information to the subscriber terminals via a gateway, and in that the method 
20 ' comprises enabling the subscriber to access said services by transmitting a message to the 
j gateway to grant said subscriber access to said services. x . 

, 9. - : Method according to claim 8, characterized in that said message comprises 

information about at least one source IP address from which IP packets are passed to the 

25 -subscriber station. 

"... ' • 

10. Method according to claim 8 or 9, characterized in that said services are 

transmitted using IP packets, and in that said message comprises information about at least one 
destination IP address to which IP packets from the subscriber station are passed. 
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